Abstract-Steganography is a science of security technique through invisible communication; hiding secret message into cover objects without any suspicion. Protection of the hidden information from an adversary is the main purpose of any steganography system even if the embedding method is obvious. In this paper, an effective image steganography system based on a least significant bit (LSB) algorithm and chaos is proposed. The proposed method contains a spatial domain technique in which the Logistic map is used for generating chaotic bitstream and bitwise XOR operation which is used to create control bit. Control bit determines whether the LSB of a specific pixel is changed or not according to the secret message. This provides direct manipulation over the pixels of the image with a very low precision hence enhances the system security. In this study, gray image is used as secret message and a larger scale image as cover image. Experimental results demonstrate that the proposed method is very efficient to detect LSB replacement in the algorithm. Moreover, the proposed algorithm is highly sensitive to the stego key parameters due to complex structure of chaos which provides high level of security in the whole system and effectively hides and detects the image information.
I. INTRODUCTION
Steganography aims to embed secret information into a cover medium with the purpose of data security, identification or copyright protection so that intruders are not able to detect the messages [1, 2] . Steganography distinctly differs from cryptography such that the cryptography deals with changing message data into an unreadable form whereas steganography tends to hide the message data into a cover medium which makes it difficult for an observer to figure out where the message is. Digital media files such as images, audio and video files are used as cover media of steganography [3, 4] . Especially image files are very popular for cover medium due to the having great amount of redundant space which is suitable to hide secret information. Steganography methods generally use similar key to hide secret message and generate an output data called stego. Stego should be undetectable from the cover media in order to obscure the communication between the two sides [5] . The most popular and frequently used image steganography technique is LSB substitution [6] . LSB insertion is a simple process for modifying least significant bit of the pixels of the cover image as some or all of the bytes inside the image is changed to a bit of the secret message in spatial domain. Spatial domain means that only the pixel values are considered to directly embed the secret information into some specific value of the image. Two important spatial domain methods exist in steganography: AE-LSB (Adaptive data hiding in edge areas of images with LSB domain) and EA-LSBMR (Edge Adaptive Image Steganography based on LSB Matching Revisited). The first algorithm is variable-sized embedding technique inserting a variable number of secret bits in the pixels of the cover image. The second one is a fix-sized inserting a constant number of bits in all pixels [7] . LSB replacement embeds a secret message into the cover image with message bit. As a result, pixel value is increased or decreased by 1. If the value of a pixel of an image is changed by a value of "1", it affects nothing on the appearance of the image. This makes possible for hiding data in an image especially when the cover file is bigger than the message file. In this study, properties of chaos dynamics such as pseudo-randomness, ergodicity and sensitivity of the system parameters are utilized in order to make hiding message more secure.
The rest of the paper is organized as follows: Section II gives related works about data hiding of steganography. Section III introduces chaotic Logistic map with its dynamical features. The proposed image steganography algorithm is given in detail in Section IV. Section V presents experimental results for the proposed algorithm. Security analyses of the proposed algorithm are given in Section VI. Results for the performance comparison with similar methods are given in Section VII. Finally, Section VIII concludes the paper.
II. RELATED WORKS Dogan [8] has proposed a new data hiding algorithm based on pixel pairs recently. The author used a chaotic map as a PRNG and its output determines whether addition or subtraction process is applied on pixel pairs for data hiding. The proposed algorithm achieves high payload capacity, good running time and security. Sun [9] introduced another image steganography scheme based on improved Logistic map and DNA sequence. In this study, two secret bits are embedded into the edge pixels and Canny edge algorithm detects edge pixels of the cover image. Valendar at al. [5] presented a new transform domain steganography method based on integer wavelet transform for digital images having high capability for hiding information and high level of security. There are also some studies involving both cryptography and steganography in successive order for data hiding. For instance, Sharma et al. [10] proposed an image hiding method that contains a cryptographic algorithm and a steganography technique using LSB approach. The suggested algorithm fully satisfies the basic factors of information security. Varsha at al. [11] proposed a technique for data hiding using steganography and cryptography. Firstly, text data is encrypted with RSA algorithm and then the encrypted data is embedded into the image file using advanced LSB method. The suggested method demonstrates high level of security.
III. CHAOTIC LOGISTIC MAP
Logistic map is a simple one-dimensional discrete system that exhibit chaos and defined in (1).
Here, 04 r  is called control parameter of the system and (0,1)
, then the map is in chaos state which means n x is aperiodic, nonconvergent and very sensitive to initial value. Logistic map can demonstrate different behaviors, from a stationary when r is close to 0, to a chaotic when r is close to 4. This can be seen from the bifurcation diagram of the map as shown in Fig.1 . Logistic map has been widely used in many scientific fields such as steganography [4, 5, 8, 9, 12, 13] and cryptography [14, 15, 16, 17, 18] as a pseudo-random number generator.
IV. THE PROPOSED ALGORITHM
Image steganography technique is a process of hiding data within the image in a way that prevents the intruders from the detection of the hidden data. This hidden information can be retrieved only through proper decoding method. The proposed method aims to use steganography for an image with another image in spatial domain by changing LSB of the cover image through a control bit. First of all, the Logistic map is used to generate chaotic sequential bitstream by using (2) which is applied to its output.
Hence, a bit value "1" or "0" is obtained for each n x .
A. LSB Method
In a grayscale image each pixel is represented in 8 bits. The last bit in a pixel is called LSB as its value will affect the pixel value only by "1". Therefore, the visual quality of the stego image will be high but the data capacity for the message will be low. In this study, the security of the hidden image data is considered rather than data capacity. In this sense, the advantages of chaos properties are used to make more complex structure in the LSB replacement algorithm during the embedding process. Firstly, all the pixel values of the secret gray image are converted to binary values. For example, if the message image has a size of 100x100, then the total number of bits in this image will be 80,000. Secondly, this number of pixels is selected sequentially from up to down and left to right in the cover image. After that, each bit in the secret data is embedded into the LSB of the selected pixels correspondingly. As a result, the secret data are spread out among the image data. LSB value may not change depending on whether the control bit is same or not with the message bit during the embedding. The embedding process depends on the secret stego keys which are the control parameter and initial condition of the chaotic logistic map. The control bit is obtained by using a simple XOR operation through chaotic bitstream and LSB of the selected pixels. This operation is defined in (3). 
Notice that this control bit is sensitive to the pixels in the cover image and parameters of the Logistic map. Status of the control bit according to the message bit will define whether the LSB is modified or not. This situation is shown in Table 1 . Here, c and m refer control and message bit, respectively. Increment or decrement process depends on the bit value of the LSB before the embedding. For example, if the control bit is not same with the message bit and LSB is "0", then modified LSB will be "1". Truth table is shown in Table 2 . Block diagram for this process is shown in Fig.3 . To complete the embedding process, LSB values of the selected pixels in the cover image are replaced with modified ones which yield the stego-pixel values.
B. Message Decoding
For message decoding, image operations and reverse of the encoding process are combined to recover the secret message. The decoding process is easier ve faster than the embedding process. Message bit can be recovered by the same XOR operation with chaotic bitstream and modified LSB as in (4) .
The validity of (4) can be checked from the Table 2 . Since the Logistic map is used to generate chaotic bitstream, identical stego key parameters must be used at the receiver side to produce same chaotic bitstream for decoding process. Embedded information is secure as long as the system parameters of the Logistic map are unknown. Block diagram of the recovering message bit is shown in Fig.4 . Four test images with different sizes: "Lena", "Baboon", "Peppers" and "Cameraman" are considered to evaluate the performance of the proposed method. These images are used as gray level cover images and "Couple" images with different sizes of 64x64, 100x100, 128x128 and 256x256 are used as secret images as shown in Fig.5 . In order to evaluate the performance of the proposed steganography method, enough number of simulations are tested and theoretical analyses are performed and also running speed of the algorithm as encoding/decoding rates are calculated on Intel Core i7 3.4 Ghz CPU with 4 GB RAM by using MATLAB 2015a. The average execution time for the results can be found in Table 4 . For analyzing the performance and security of the proposed method, "Couple" image (100x100) are hidden within the cover images: "Airplane" (1024x1024), "Lena" (512x512), "Peppers" (300x300). Resultant stego-images are shown in Fig.6 . Correlation coefficient, entropy, Peak Signal-to-Noise Ratio (PSNR) and Image Fidelity (IF) are considered for theoretical analyses. PSNR computes the peak signal-to-noise ratio, in decibels between two images. This ratio is generally used as a quality measurement between two images and it is defined in (5). 
Mean square error, shortly MSE, represents the difference between the stego image and cover image with a size of HxW. MSE is defined in (6). image, respectively. MSE shows the quantitative representation of the error that occurs in the stego image with respect to the cover image. The lower value of the MSE means lower error between two images and higher performance of the algorithm. Bigger PSNR value means that a stego image is very similar to its original image according to the visual quality and having high embedding efficiency. Generally, if the PSNR value is higher than the 30 dB, then it is very hard to distinguish the distortion by human eyes [19] . Entropy is a major factor in terms of robustness. It shows the probability of occurrence of pixels in stego image should be equal to the original image. The entropy of an information source with a length of N is determined in (7).
() HX and () i px represent the information entropy in bits and the probability of symbol i x , respectively [14] . Image Fidelity (IF), is the perceptual similarity between cover and stego images before and after the stego processing. Correlation coefficient parameter is used to find the linear correlation between cover and stego images. This value must be between -1 and 1. 1 indicates a strong positive relationship; -1 indicates a strong negative relationship and 0 indicates no relationship at all. Numerical results are listed in Table 3 . According to the above results, it is obvious that the obtained results are satisfactory and confirm that the proposed stego technique has high visual quality and the embedding process is working well.
VI. SECURITY ANALYSES

A. Key Space Analysis
The key space size is the total number of different stego keys that can be used in a steganography system. According to the IEEE floating-point standard [20] , the computational precision of the 64-bit double precision number is about 15 10 . In the proposed scheme, stego keys are r and 0 x . They have floating point values. Hence, the total number of possible stego keys can be given in (8). 
This value is sufficiently large to resist brute-force attack. To give a sense of what this number mean, a powerful computer that could check 304,510 MIPS (AMD Ryzen 7 Processor) of combinations per second, it takes too many years to crack the system as in (9) . According to the result, it is practically not applicable so the proposed method is said to be secure for bruteforce attacks.
B. Key Sensitivity Analysis
Key sensitivity can be observed in an aspect: if a tiny difference exists in stego key in receiver side, then the stego image could not be decoded correctly. For this case, one of the test images, "Airplane" (1024x1024) is selected as a cover image and a secret image of "Lena" (256x256) is used to hide with a randomly chosen stego Key-1 as 3.999999999 r  , 0 0.123456789
x  . Key-1 is used to hide secret "Lena" image within "Airplane" image using the proposed method. Then a slight change is applied to the one of the key parameters while other remains same and then tries to decode the "Lena" image in the receiver side. These are: Key-2 is 3.99999998 r  , 0 0.123456789
Key-3 is 3.999999999 r  , 0 0.123456788.
x  Key-1 creates Stego Image-1; Key-1, Key-2 and Key-3 are used to decode secret message from the same stego image. Fig.  7 shows the visual results for the key sensitivity analysis. The identical key that is used for embedding the secret image, can only decode the hidden image correctly. As a result, the proposed stegonagraphic system is quite sensitive to both stego keys which improves the security of the hidden image.
C. Histogram Analysis
In image processing, histogram is used to show the number of pixels in an image at each different intensity values and gives statistical information about the image. The ideal histogram of a stego image should be similar to the original cover image. The histograms of the cover and stego "Airplane" images are shown in Fig.8 . It is obvious that histogram results for cover and stego images are almost same that results minimum distortion in the image. The histograms of the hidden and decoded "Lena" images are shown in Fig.9 . Average running time for data hiding and data decoding processes are given in Table 4 . [21] . Results for PSNR and IF are listed in Table 5 and Table 6 , respectively. It is concluded that the proposed algorithm shows better performance than the AE-LSB algorithm but it has lower results than the EA-LSBMR. When the size of secret messages increase, then the PSNR and IF values decrease for all algorithms. Another similar steganography algorithm that is recently proposed [22] is compared with the proposed algorithm. Results are listed in Table 7 . According to the Table 7 results, the proposed method has better PSNR values than the results of [22] . Table 8 shows the amount of time required to embed secret image into the cover image for [9] and the proposed method. Table 8 shows that the proposed method embeds the same amount of information into the equal size of cover image much faster than the results of [9] .
VIII. CONCLUSIONS
In this study, an image hiding algorithm based on chaos is proposed. Important features of the chaotic dynamics are utilized to improve the security of the hidden image and create a structure of key sensivity for both hiding and decoding processes in the proposed algorithm. A small change in the stego key alters chaotic bitstream significantly that effects control bit in the algorithm hence improves the security of the decoding process. LSB method is used to hide secret image and a very simple XOR operation is used to decode the secret 
